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Why fewer “turned turtle” 
than 100 years ago?
a) Drivers are better trained
b) Cars are better designed



What is phishing
• Social engineering
• Through email
• Lures victims to perform an action

• provide information
• downloads
• click links



Exponential 
Growth



Phishing cost US $20b in 2022
Expected to cost US $260b p.a. in 2032



Why is phishing still a problem? 



We have technical solutions
• Protect against hackers but don’t apply to phishing 

• Encryption
• Access Control

• Prevention
• Filtering emails and links
• Detecting intelligence gathering

• Real-time monitoring
• Analysing processes for unusual activity
• Anomaly detection





What makes people susceptible



Research on Susceptibility 

SoK: Human-centered phishing susceptibility S Zhuo, R 
Biddle, YS Koh, D Lottridge, G Russello. ACM 
Transactions on Privacy and Security 26 (3), 1-27



Biometrics can help us understand susceptibility



Workload Impact on Susceptibility

The Impact of Workload on Phishing Susceptibility: An Experiment. S Zhuo, R Biddle, L 
Betts, Nalin Arachchilage, YS Koh, D Lottridge, G Russello. Usec 2024. 



Post hoc Analysis Findings
Relevance matters more under high workload

Under low workload higher risks to fall for more generic phishing emails

Ignoring under high workload does not mean people are safe from those risks

Higher physiological arousal during high workload



Concluding
Increased attack sophistication at scale through AI
Need for improving user studies 
Need innovation to support people to mitigate risk



Fin


